13. Funding Restrictions and Allowable Costs

All costs charged to awards covered by this funding notice must comply with the
Uniform Administrative Requirements, Cost Principles, and Audit Requirements
at 2 C.F.R. Part 200, unless otherwise indicated in the funding notice and the
terms and conditions of the award. This includes, among other requirements, that
costs must be incurred, and products and services must be delivered, within the
period of performance of the award. See 2 C.F.R. § 200.403(h) (referring to
budget periods, which for FEMA awards under this program is the same as the
period of performance).

In general, the Cost Principles establish standards for the allowability of costs,
provide detailed guidance on the cost accounting treatment of costs as direct or
administrative costs, and set forth allowability principles for selected items of
cost. More specifically, except as otherwise stated in this NOFO, the terms and
condition of an award, or other program materials, costs charged to awards
covered by this NOFO must be consistent with the cost principles for federal
awards located at 2 C.F.R. Part 200, Subpart E. In order to be allowable, all
costs charged to a FEMA award or applied to the cost share must be reasonable
in nature and amount and allocable to the particular FEMA award.

Additionally, all costs charged to awards must comply with the grant program’s
applicable statutes, policies, requirements in this notice as well as with the terms
and conditions of the award. If FEMA staff identify costs that are inconsistent with
any of these requirements, these costs may be disallowed, and FEMA may
recover funds as appropriate, consistent with applicable laws, regulations, and
policies.

As part of those requirements, grant recipients and subrecipients may only use
federal funds or funds applied to a cost share for the purposes set forth in this
notice and the terms and conditions of the award, and those costs must be
consistent with the statutory authority for the award.

Grant funds may not be used for matching funds for other federal
grants/cooperative agreements, lobbying, or intervention in federal regulatory or
adjudicatory proceedings. In addition, federal funds may not be used to sue the
federal government or any other government entity.

Unallowable Costs

For FY 2023 SLCGP, grant funds may not be used for the following:



1. Spyware;

2. Construction;

3. Renovation;

4. To pay a ransom;

5. For recreational or social purposes;

6. To pay for cybersecurity insurance premiums;

7. To acquire land or to construct, remodel, or perform alterations of buildings
or other physical facilities;

8. For any purpose that does not address cybersecurity risks or cybersecurity
threats on information systems owned or operated by, or on behalf of, the
eligible entity that receives the grant or a local government within the
jurisdiction of the eligible entity;

9. To supplant state or local funds; however, this shall not be construed to
prohibit the use of funds from a grant under this NOFO for otherwise
permissible uses on the basis that the SLT has previously used SLT funds
to support the same or similar uses; and

10. For any recipient or subrecipient cost-sharing contribution.

A. PROHIBITIONS ON EXPENDING FEMA AWARD FUNDS FOR COVERED
TELECOMMUNICATIONS EQUIPMENT OR SERVICES

Recipients and subrecipients of FEMA federal financial assistance are subject to
the prohibitions described in section 889 of the John S. McCain National Defense
Authorization Act for Fiscal Year 2019 (FY 2019 NDAA), Pub. L. No. 115-232
(2018) and 2 C.F.R. §§ 200.216, 200.327, 200.471, and Appendix Il to 2 C.F.R.
Part 200. Beginning August 13, 2020, the statute — as it applies to FEMA
recipients, subrecipients, and their contractors and subcontractors — prohibits
obligating or expending federal award funds on certain telecommunications and
video surveillance products and contracting with certain entities for national
security reasons.



https://www.congress.gov/bill/115th-congress/house-bill/5515/text?format=txt
https://www.congress.gov/bill/115th-congress/house-bill/5515/text?format=txt

Guidance is available at FEMA Policy #405-143-1 - Prohibitions on Expending
FEMA Award Funds for Covered Telecommunications Equipment or Services

Additional guidance is available at Contract Provisions Guide: Navigating
Appendix |l to Part 200 - Contract Provisions for Non-Federal Entity Contracts
Under Federal Awards (fema.gov).

Effective August 13, 2020, FEMA recipients and subrecipients may not use any
FEMA funds under open or new awards to:

= Procure or obtain any equipment, system, or service that uses covered
telecommunications equipment or services as a substantial or essential
component of any system, or as critical technology of any system;

= Enter, extend, or renew a contract to procure or obtain any equipment,
system, or service that uses covered telecommunications equipment or
services as a substantial or essential component of any system, or as
critical technology of any system; or

= Enter, extend, or renew contracts with entities that use covered
telecommunications equipment or services as a substantial or essential
component of any system, or as critical technology as part of any
system.

I. Replacement Equipment and Services

FEMA grant funding may be permitted to procure replacement equipment and
services impacted by this prohibition, provided the costs are otherwise consistent
with the requirements of the funding notice and the Preparedness Grants
Manual.

ii. Definitions

Per section 889(f)(2)-(3) of the FY 2019 NDAA and 2 C.F.R. § 200.216, covered
telecommunications equipment or services means:

i. Telecommunications equipment produced by Huawei Technologies Company
or ZTE Corporation, (or any subsidiary or affiliate of such entities);

ii. Forthe purpose of public safety, security of Government facilities, physical
security surveillance of critical infrastructure, and other national security

purposes, video surveillance and telecommunications equipment produced by
Hytera Communications Corporation, Hangzhou Hikvision Digital Technology


https://www.fema.gov/sites/default/files/documents/fema_policy-405-143-1-prohibition-covered-services-equipment-gpd.pdf
https://www.fema.gov/sites/default/files/documents/fema_policy-405-143-1-prohibition-covered-services-equipment-gpd.pdf
https://www.fema.gov/sites/default/files/documents/fema_contract-provisions-guide_6-14-2021.pdf
https://www.fema.gov/sites/default/files/documents/fema_contract-provisions-guide_6-14-2021.pdf
https://www.fema.gov/sites/default/files/documents/fema_contract-provisions-guide_6-14-2021.pdf
https://www.fema.gov/media-library/assets/documents/178291
https://www.fema.gov/media-library/assets/documents/178291

Company, or Dahua Technology Company (or any subsidiary or affiliate of such
entities);

iii. Telecommunications or video surveillance services provided by such entities
or using such equipment; or

iv. Telecommunications or video surveillance equipment or services produced or
provided by an entity that the Secretary of Defense, in consultation with the
Director of National Intelligence or the Director of the Federal Bureau of
Investigation, reasonably believes to be an entity owned or controlled by, or
otherwise connected to, the People’s Republic of China.

Examples of the types of products covered by this prohibition include phones,
internet, video surveillance, and cloud servers when produced, provided, or used
by the entities listed in the definition of “covered telecommunications equipment
or services.” See 2 C.F.R. § 200.471.
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